
     
 

 

I N S T I T U T E  F O R  D E F E N S E  A N A L Y S E S  

 
  

 
If It Works, It’s Legacy:  

Analysis of Legacy Code 
 

 David A. Wheeler 

 
 
 
 
 
 
 
 
 
 
 
 

June 27, 2018 
 

Approved for public 
release; distribution is 

unlimited. 
 

IDA Non-Standard 
NS D-9161 

 
 

INSTITUTE FOR DEFENSE 
ANALYSES 

4850 Mark Center Drive 
Alexandria, Virginia 22311-1882 

 

 

  

  

 

 

 

 

 



 

 

 

 

 

 

 

 

 
 

 

 
About This Publication 

This work was conducted by the Institute for Defense Analyses (IDA). The 
views, opinions, and findings should not be construed as representing the 
official position of either the Department of Defense or the sponsoring 
organization.  

For more information: 

David A. Wheeler, Project Leader  
dwheeler@ida.org, 703-845-6662 

Margaret E. Myers, Director, Information Technology and Systems Division 
mmyers@ida.org, 703-578-2782 

Copyright Notice 

© 2018 Institute for Defense Analyses 
4850 Mark Center Drive, Alexandria, Virginia 22311-1882 • (703) 845-2000. 

This material may be reproduced by or for the U.S. Government pursuant to 
the copyright license under the clause at DFARS 252.227-7013 (a)(16) [Jun 
2013]. 

 

 

 

mailto:mmyers@ida.org


 

 
 
 
 

I N S T I T U T E  F O R  D E F E N S E  A N A L Y S E S  
 

IDA Non-Standard NS D-9161 

If It Works, It’s Legacy:  
Analysis of Legacy Code 

 

David A. Wheeler 

 

 
 

 

  



 

 



i 

Executive Summary 

The “Sound Static Analysis for Security (SSAS) Workshop” was held on June 27-

28, 2018, at the National Institute of Standards and Technology (NIST) facility in 

Gaithersburg, MD.  This two-day workshop focused on decreasing software security 

vulnerabilities by orders of magnitude, using the strong guarantees that only sound static 

analysis can provide. The workshop was aimed at developers, managers and evaluators of 

security-critical projects, as well as researchers in cybersecurity.  The program featured 

experts on sound static analysis applied to security around three theme topics: analysis of 

legacy code, use in new development, and accountable software quality.  Dr. Wheeler 

presented this keynote presentation to kick off the discussion on analysis of legacy code. 

This presentation provides an overview of how sound static analysis approaches can 

facilitate the development of higher quality and more secure versions of existing 

software. Because technical fads and requirements change all the time, if a system works, 

it’s a legacy system. Rewriting an existing system from scratch is almost always a foolish 

decision, so ways of dealing with existing “legacy” systems are needed. Existing systems 

have problems that testing and non-sound static analysis cannot fully address, so there are 

reasons to use sound static analysis on existing systems. Unfortunately, legacy systems 

are challenging for sound static analysis tools, e.g., because they are often large, not 

designed to be analyzed, and written in languages that are hard to analyze.  

To address this, an engineering mindset, rather than a scientific or mathematical 

mindset, is indicated. Examples of approaches that can help include incremental 

localizable improvement, sound analysis of high-level models (particularly of protocols), 

lightweight formal methods (which emphasize partial specification and focused 

application), easing the combination of sound analysis with other approaches (e.g., 

strengthening tests, human review, and start-up checks), analysis of prevention/ 

hardening/detection/response mechanisms, improving tools to handle scale and real 

constructs (not subset), improving tools to handle larger scales, providing useful feedback 

on “how to change the code to be analyzable,” and improving the interactions between 

developers and makers of sound tools. Releasing sound analysis tools as open source 

software (OSS) enables users to improve the tools so that they can be purposed or 

repurposed to a specific use. In short, we need sound static analysis tools that can work 

with and improve legacy systems, and we need an engineering mindset to help us do so. 
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