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Project:  TIS Incident Number/Reference: 049

DESCRIPTION (data and sequence of actions leading to fault, detalls of actual and expected response)

There are a number of inconsistencies with the Auth Cert generated by TIS.

1. both the validity times (not before and not after) are always the same.

2. the role and privilage are given as the enumeration literal and not the numeric code.

3. the padding uield is omitted from the privilage attributes of the certificate.

4. the signature string has a field AlgorithmID where the recognised (by SPRE) field identifier is AlgoRithmID

Found in test: UserEntryl

Supporting documentation attached YES/NO Continued YES/NO

Found during: RegsAS nec/Seecurity-Spe oA i
(use actual project stages) ign/Code/Code-Proct/integration/Sys test/Acceptance-(UserManuat)
Date: . 04/09/2003 Signature of Originator: = \__Dx

EVALUATION (include list of items affected, detalls of work required, other similar faults, tests to be re-run)

In support\certproc.adb make the following changes.

1. set the Not After fields to the NotAfter time not the NotBefore time.

2. add lookup tables to convert from enumeration type to numeric code for class and role and use these in the
privilage.

3. add a pad field in the privilege attributes of the Auth Cert.

In support\crypto.adb change the field identifier from AlgorithmID to AlgoRithmID in the construction of
signature.

Continued NO
Classification: Critieal Major AMinortInterfaces/TFest/A-Ne-Fault
Introduced during: (use actual project Regs/Sys-spec/Security-Spec/Formal-DesignANFORMED -Design/

stages) Godefintegration/Sys-test/Aceeptance
Date:  04/09/2003 Signature of Evaluator: m\_bx

RESPONSE (detail how incident is to be resolved, identify cause of problem, related faults and change requests)

Update as described in evaluation.

Continued ¥YES/NO

Date:  04/09/2003 Signature of Project Manager: "% __ W e S
IMPLEMENTATION (if applicable)

Assigned to:  janet Signature of Project Manager: —_\_b\\__b

[tem modified Date/Version Sighature, of,Checker Signature of Integrator
certproc.adb e > 9 o /’4’( J/V\
crypto.adb V1> 11S y;( *nLV\
Continued NO
Distribution of Completed Forms: Project File Form Issued: 18.10.02
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